STATE OF IOWA

External User's Guide to State of lowa
Secure Email System

iowa.qov
B | SEcURE EMAL

This guide contains step by step instructions for setting up and using the State of lowa Secure Email system.
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Secure Email

Email is a primary communication tool and is often used to communicate confidential or sensitive information —
information that needs to be protected. Most email is sent and received in an unsecure manner, such that it could
potentially be read by unintended parties. The State of lowa has implemented a Secure Email System that enables state
workers and others to communicate confidential or sensitive information in a secure manner.

Secure Email System

Secure email messages are stored on a State of lowa email device in a protected location. When a secure email is sent,
the party on the “To:” line receives a notification message in their email in-box indicating they have a secure email from
the State of lowa. This notification message indicates who sent the email, how to access it, and that it will be available

for 14 days.

In order to access a secure email the party on the “To:” line (also known as the recipient) must have an Enterprise A&A
Account (also known as an lowalD account). The Enterprise A&A Account System is a standardized way for the State of
lowa to verify the identity of individual users of secure web applications. Many state agencies already use the Enterprise
A&A Account System to provide access to secure web applications. If you already have an Enterprise A&A Account for
one of these web applications, you may use the same account ID and password for the Secure Email System. The email
address the secure mail is sent to must match the email address in the Enterprise A&A Account System in order to use
an existing Enterprise A&A Account.




Using the Secure Email System the first time

When the recipient clicks on the link (or follows the provided URL) to open their secure email message; the process
determines if the email address in the “To:” line is associated with an Enterprise A&A Account; if not, the recipient will
be guided through the Enterprise A&A Account creation process and then directed to logon to the Secure Email System
and presented with their secure email message.

The following images are screen shots of all the screens a first time user of the Secure Email System will encounter.

First, the recipient will see a notice in their regular email that they have received a secure email from the State of lowa.

[ £ Inbox (1) - joecitzen secemal @gmad.com - Gmail - Windows !mnnﬁwtxplore: - . E=2 @_ﬁ

 —

— e = —_ ——— -

@k/" M https: /il google.com mai This ensishrya= 1 inbes > & [ 4| X }|E] 8ing L~

— -

wr Favontes o5 | ITE Email Encryption Proje... Q Regex Tutcrial - Lookahea.. [+ RegExr g8 Web Shice Gallery v

29 SharePoint | Collaboreati.. -3 The nbbon - Make the s... M Inbox (1) - joe.citizen... X

Gmail

m About Today - How's This for Ambtious? How to Store Everything! Web Cip

Inbox (1) Sloan, Leslie [DAS) You have received a secure email from the State of lowa. 10:57 am
Starred

Impoctant

Sent Madl

Drafts Sender Notification that a secure email has been received




When the recipient clicks on the message and displays the picture — they will see the following screen:

You have received a secure email from the State of lowa.
Inbox  x
Sloan, Leslie [DAS] Leslie Sloan@iowa.go 10:57 AM {1 minute ago) -
ome [«
Sender

How to get help 1:>

n |

10Wa.qov
B SEcUREMAIL

You have received a secure email from the State of Towa.

Read your secure message by clicking the link below or paste the
following address in your browser.

https://securemail.iowa.qgoviverify/logon.php¥mu=https:// <l:
securemail.iowa.gov/module/semail.fe?regobject=Localed
regaction=20&lang=en&id=joe.citizen.secemail@gmail.com&
page=semail envelopisubject=This%20is%:20a%20test%20email%:20-%
205ecureMaildzender=lezlie.cloan@iowa.govaibeld=IBE.qd47FvEd8022545-
047FvadA0225490001231

The Web browser will be launched and prompt vou to log in.

Your secured email message will be available for 14 days. <tj

If vou have concerns about the validity of this message, contact the sender
directly,

QR contact the State of Iowa Information Technology Service Desk: Email:
ITE.Servicedesk@iowa.qov Phone: 515-281-5703 or 1-300-532-1174.

SecureMail Help - Help
About the State of lowa SecureMail Service - About

]

How to access the
secure email

How long the secure email
will be available

The recipient can access their secure email by either clicking the link or copying and pasting the URL in a browser

window.




If the recipient is a new user to the Secure Email System, they will be guided through the process to create an Enterprise
A&A account.

Mon May 7 11:07:43 2012 [ Help ] [ Login to mailbox ]

iowa qov
@ | SecureMalL

Secure Email Service

An account id was not found for the email address joe.citizen.secemail@gmail.com.
You will need to establish an account before message details can be retrieved.

Click here to start the create account process.

NOTICE: You are about to interact with a publicly accessible website owned and operated by the State of Iowa. The actual, or
attempted, unauthorized access, use, or modification of this website and its contents is strictly prohibited. Violators may be subject to
administrative disciplinary action, civil litigation, and/or criminal prosecution in accordance with applicable State and Federal laws.

The use of this website may be monitored and recorded for administrative and security reasons. The State of Iowa and its agents
may provide the information and evidence collected to third-parties including law enforcement officials.

Policies Copyright ©2010 State of Iowa. All Rights Reserved.

Click the link to start the create account process.




Enter the recipient’s first and last names and click the “Register” button.

State of Iowa Secure Email

What Is A&A?

CREATE AN FORGOT
SIGN IN "ACCOUNT PASSWORD FORGOT ID

Create an account for State of Iowa Secure Email here.

Sign up now to get credentials you can use for State of Iowa
Secure Email and at other Enterprise A&A enabled sites.

First Name: Joe

Last Name: Citizen|

(Register | &

Before Beginning:

* You must have a valid email address.

* The same PC and browser must be used for your entire
registration.

* Make sure your browser has Cookies and JavaScript
enabled.

* Your A&A Account ID may not contain profanity or special
characters.

* You will be required to complete some Security Baseline
Questions.

Contact the DAS-ITE Service Desk if you need personal assistance.
Email: ITE.Servicedesk@iowa.gov Phone: 515-281-5703 or 1-800-532-1174 :

You are looking at SSO Logon Transaction Id: TMUGYN

©2004 State of Iowa, DAS-ITE Version 2.5.6

The Enterprise A&A Account System is a standardized way for the State of lowa to verify the identity of individual users
of secure web applications. The DAS-ITE Service Desk is available to assist with the Enterprise A&A Account creation
process.

By email: ITE.Servicedesk@iowa.gov

By phone: 515-281-5703 or 1-800-532-1174.



mailto:ITE.Servicedesk@iowa.gov

Account Id, First Name and Last Name will be pre-filled. Account Id can be edited if desired. Enter the email address
that you received the secure email notification message in the “Email” and “Confirm Email” text boxes.

State of Iowa Secure Email

Single Sign On - State of Iowa Secure Email @

Account Id: JOE.CITIZEN @IOWAID

First Name:

Last Name: |Citi:

Email: joe.citizen.secemail@gmail.cor

Confirm Email: joe.citizen.secemail@gmail.cor

[Save Account Details ] [Cancel ]

You are looking at SSO Registration Transaction Id: TMUGYN

[0} - .
\V“\)) =N '
©2004 State of lowa, DAS-ITE Version 2.5.6
Additional Terms, Priv Warranty Information

After “Save Account Details” is clicked, this screen is displayed.

You are about to register for a new account using the Account Id located at the top of the form.
All spaces and most special characters will be stripped from your Account Id.

Click the ? image found at the top of the form for help information.

Do you want to continue with your registration?




After the“Ok” button is clicked, this screen advising the recipient to access their email is displayed. Please leave this
screen open until you have completed the A&A Account creation and activation process.

State of Iowa Secure Email

Single Sign On - State of Iowa Secure Email @

An email has been sent to the email address you provided. It will contain your
Account id and instructions to complete your registration.

The email that was just sent to you may show up in a matter of seconds or could
take hours. Once sent we have no way to track this email to determine if or when
you will or have received it. If you do not receive an email within 2 days and or
complete the registration process defined in this email you will be required to start
the registration process over.

Make sure to check your spam or blocked email folders as in rare occurrences
email security products are not allowing this email to be received normally.

** ATTENTION**

Deleting browser cookies will prevent you from completing your registration. Some
browsers can be configured to delete cookies upon exit. If you are unsure how
your browser is configured we recommend you leave this window open and
immediately complete the registration using the instruction that have just been
emailed to you.

You are looking at SSO Reg Confirmation Transaction Id: TMUGYN

©2004 State of Iowa, DAS-ITE Version 2.5.6
Additional Terms, Privacy & Warranty Information

The recipient needs to return to their email inbox to locate the email sent from “entaa-noreply” and start the account
activation process.
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Open the email with the subject “Account Confirmation for State of lowa Email”.

Account Confirmation for State of lowa Secure Email Inbox  x =
entaa-noreply@iowa.gov 11:10 AM (1 minute ago) -~ -
to me [~

Welcome from Enterprise A&A!
**Before you can begin using State of lowa Secure Email you will need to complete the account activation process.**
This e-mail is a confirmation of the account you requested for State of lowa Secure Email.

Account Details
Account ID:  JOE.CITIZEN@IOWAID
Your name: Joe Citizen

E-Mail: joe citizen.secemail@gmail.com

If you did not request this account or think this e-mail was sent in error, please forward this note to DAS-ITE Service Desk

(ITE.Senvicedesk@iowa.gov).

To start the account activation process click on the following link or paste the following address in your browser:
http://test iowa.gov/entaa/sso?reg=2C8ESS
Your Registration Confirmation Token is: 2C8ES5

Account Activation Process Instructions.

1. Click link found above in this email.

2. Enter Confirmation Token found above in this email. The Token is also part of the link above, and may be pre-filled for
you.

3. Enter Code from image on web screen.

4. Click "Confirm My Account” -— (If you get an error see below for possible error reasons.)

5. Choose two baseline questions and then make your own question. — (These are security questions you can answer
later if you ever forget your password.)

6. Enter your password. (Reminder - Passwords must be: At least 8 characters long (alphanumeric). Include at least one
special character (e.g. |, @. # $. %, *, &, *, etc.). Amix of uppercase and lowercase letters. You may not use pieces of
your name or email address in your password.)

7. Sign in using new account.

At this point, you can delete this email. Your account has been created successfully and the Confirmation Token will no
longer be needed.

Most common error reasons.

1. Browser was closed and cookies were deleted. Some browsers can be configured to delete cookies upon exit. To avoid
this do not close the browser that you used prior to receiving this email.

2. Not using the same computer that the account was created on. Accounts must be confirmed on the same computer in
which it was created.

Thanks!
State of lowa, DAS IT Enterprise

**This is a system generated email, do not reply or direct emails to this email address.™

Click on the link or copy and paste the URL in your browser to start the account activation process.




Enter the text shown in the box in Step 2 then click “Confirm My Account” button.

State of Iowa Secure Email

What Is ARA?

Account Confirmation

STEP 1

EEnter the & character Registration Confirmation Token found in the
i Account Confirmation Email you received.

: If you did not receive an email or are having an issue with Step 1

Eclick the following button to create a | New Account ]

2C8ESh @)

{STEP 2

gskar—

Enter the code shown above or play audio code

or[G-etmeoneIcan read! ]

73

Confirm My Account

You are looking at S50 Account Management Transaction Id:
Caonfirmation TMUGYM

©2004 State of Iowa, DAS-ITE Version 2.5.6
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Select security questions and provide answers. Write a security question for Question 3 and provide your answer.

State of Iowa Secure Email

Self Service Password Change - State of Iowa Secure Email @
Identity Baseline for JOE.CITIZEN@IOWAID
On this page, you must create your identity baseline. This is a set of questions and

answers you establish for your account. If you forget your password or lock your
account for some reason, you can answer these questions to get access to your

account.

Question 1:
— Select Question — -

Answer 1: Confirm:

Question 2:
— Select Question — -

Answer 2: Confirm:

Question 3 (Create your own question.):

Answer 3: | Confirm: A
[Save Identity Baseline ]

Some guidelines for setting your baseline:

1. Choose questions and answers that you know well, but that others don't.

2. Avoid special characters like commas or quotes that you may not enter

the same way later.

3. Keep your answers simple - for example, use "paperboy" instead of "The
Des Moines Register paper delivery" for your first job.

4. You must create your own question when a drop down list is not provided

Usually this is the case for the last one or two questions shown above.

TMUGYN

Transaction Id:

You are looking at SSO Initialize Account

Additional Terms, Privacy & Warranty Information

11



State of Iowa Secure Email

Self Service Password Change - State of Iowa Secure Email @

(y You must change your password.
Password Change for JOE.CITIZEN@IOWAID
Enter new password:

Confirm new password:

Password Rules:

Passwords must be: At least 8 characters long (alphanumeric). Include at least
one special character (e.g. !, @, £, §, %, ©, &, *, etc.). A mix of uppercase and
lowercase letters. You may not use pieces of your name or email address in
your password.

[Save New Password J [Cancel ]

You are looking at SSO Initialize Account Transaction Id: TMUGYN

\ 03

Additional Terms, Privacy & Warranty Information

Create a password that is a minimum of 8 characters containing BOTH letters and numbers and at least 1 special
character (!, @, #, S, %, *, &, *).

Create a strong password you can remember

What to do Suggestion Example

Start with a sentence or two Think of something meanineful to vou Long and complex passwords are
(about 10 words total). & & you. safest. | know my stuff.

Turn your sentences into a row of

letters Use the first letter of each word. lacpasikms (10 characters)

Make only the letters in the first half of the

Add complexity. alphabet uppercase.

IACpAsIKMs (10 characters)

Put two numbers that are meaningful to you

Add length with numbers.
between the two sentences.

IACpAs561KMs (12 characters)
Add length with punctuation. Put a punctuation mark at the beginning. IIACpAs561KMs (13 characters)

Add length with symbols. Put a symbol at the end. IIACpAs561KMs% (14 characters)

12



On the next screen enter the Enterprise A&A Account and password just created and click “Sign In”.

State of Iowa Secure Email

What Is A&A?

SIGN IN ACCOUNT PASSWORD FORGOT ID

Q) You have successfully changed your password. To
continue, you will need to log on with the new password.

iSign into State of ITowa Secure Email here.

m

nter your Account Id and password to sign into State of Iowa
ecure Email.

wn

Account Id: Joe.Citizen@lowalD

Password: eesssses

Take me to my Account Options after I Sign In.

9

Account Id Examples: i

firstname.lastname@iowaid
firstname.lastname@iowa.gov
firstname.lastname@iwd.iowa.gov
firstname.lastname@dhs.state.ia.us

Need an Account?

Forgot Password? :
Forgot 1d?

D e T P T

iContact the DAS-ITE Service Desk if you need personal assistance. :
iEmail: ITE.Servicedesk@iowa.gov Phone: 515-281-5703 or 1-800-532-1174 !

You are looking at SSO Logon Transaction Id: TMUGYN

©2004 State of Iowa, DAS-ITE Version 2.5.6
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This screen will be displayed when the recipient accesses the Secure Email system in the future (no need to access the
Enterprise A&A account screens again unless assistance with your Enterprise A&A account is required).

[ Help ] [ Login to mailbox ]

iowa gov
@ | SecureMalL

SRR (TR UUTTR | (TR B E

Secure Email Service

Welcome JOE.CITIZEN@IOWAID

Click the link below to logon to the Secured Email System using your ASA
account password for the IowalD account listed above. This will enable you
to access the secured email that was sent to
"joe.citizen.secemail@gmail.com”.

Click here to Logon

Click here for UserID or Password Help

NOTICE: You are about to interact with a publicly accessible website owned and operated by the State of Iowa. The actual, or
attempted, unauthorized access, use, or modification of this website and its contents is strictly prohibited. Violators may be subject to
administrative disciplinary action, civil litigation, and/or criminal prosecution in accordance with applicable State and Federal laws.

The use of this website may be monitored and recorded for administrative and security reasons. The State of Iowa and its agents
may provide the information and evidence collected to third-parties including law enforcement officials.

Policies Version:1.0.6 Copyright ©2010 State of Iowa. All Rights Reserved.

Click the link to logon to get to the next screen:

[ Help ][ Login to Webmail ]

owa qov
] SecUREMAIL

| SRR (RTLLTO R LT || TR L B

Secure Email Service

From: leslie.sloan@iowa.gov
To: joe.citizen.secemail@gmail.com
Subject: This is a test email - SecureMail
Password:

Policies
Click here for UserID or Password Help

Copyright ©2010 State of Iowa. All Rights Reserved.

Enter the password created for the recipient’s Enterprise A&A Account in the password box.

14



The recipient will need to read and accept the login disclaimer — click the “Accept” button.

FortiMail
Login Disclaimer

NOTICE: You are about to interact with a publicly accessible website owned anc
operated by the State of Iowa. The actual, or attempted, unauthorized access,
use, or modification of this website and its contents is strictly prohibited.
Violators may be subject to administrative disciplinary action, civil litigation,
and/or criminal prosecution in accordance with applicable State and Federal laws.

The use of this website may be monitored and recorded for administrative and
security reasons. The State of Iowa and its agents may provide the information
and evidence collected to third-parties including law enforcement officials.

< ] [ »

Accept | Deche]

The secure email will be displayed.

\‘_'/ > | \ iowa.gov | https://securemail.iowa.gov/mail/FEWebmail.html?ibeld=1BE.q47I & ‘ }{'- Google ,O‘ o n.
g SecoreMaL joe.citizen.secemail@gmail.com G B s
L-':;J v Search Sea 1= Ml This is a test email - SecureMail ©
5‘3_5,1, stem Folders db Print | &) Reply
("1 Encrypted Email(1)

= Subject: This is a test email - SecureMail
Preferences From: "Sloan, Leslie [DAS]"
<Leslie.Sloan@iowa.gov>
Reply-To: leslie_sloan@iowa.gov
Date: Mon, 07 May 2012 10:57:07 -0500

To: "joe.citizen.secemail@gmail.com” Detailed Header... | | Openin New Window |
<joe.citizen.secemail@gmail.com>

This is a test message.

Leslie Sloan

IT Project Manager

lowa Department of Administrative Services
Information Technology Enterprise

Hoover Building, Level B

Des Moines, lowa




Using the Secure Email System as an existing user
Upon receiving the email indicating a secure email has been sent; the receiver can access their secure email message by
clicking on the link or following the URL in the message in their normal email box.

First, the recipient will see a notice in their regular email that they have received a secure email from the State of lowa.
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When the recipient clicks on the message and displays the picture — they will see the following screen:

You have received a secure email from the State of lowa.
Inbox  x
Sloan, Leslie [DAS] Leslie Sloan@iowa.go 10:57 AM {1 minute ago) -
ome [«
Sender

How to get help 1:>

n |

10Wa.qov
B SEcUREMAIL

You have received a secure email from the State of Towa.

Read your secure message by clicking the link below or paste the
following address in your browser.

https://securemail.iowa.qgoviverify/logon.php¥mu=https:// <l:
securemail.iowa.gov/module/semail.fe?regobject=Localed
regaction=20&lang=en&id=joe.citizen.secemail@gmail.com&
page=semail envelopisubject=This%20is%:20a%20test%20email%:20-%
205ecureMaildzender=lezlie.cloan@iowa.govaibeld=IBE.qd47FvEd8022545-
047FvadA0225490001231

The Web browser will be launched and prompt vou to log in.

Your secured email message will be available for 14 days. <tj

If vou have concerns about the validity of this message, contact the sender
directly,

QR contact the State of Iowa Information Technology Service Desk: Email:
ITE.Servicedesk@iowa.qov Phone: 515-281-5703 or 1-300-532-1174.

SecureMail Help - Help
About the State of lowa SecureMail Service - About

]

How to access the
secure email

How long the secure email
will be available

The recipient can access their secure email by either clicking the link or copying and pasting the URL in a browser

window.

17



A welcome screen will be displayed.

Won May 7 11:17:00 2012 [ Help ] [ Login to mailbox ]

@ | SecureMalL

R LA T R T R TN AP RN TN ST

Secure Email Service

Welcome JOE.CITIZEN@IOWAID

Click the link below to logon to the Secured Email System using your A&A
account password for the IowalD account listed above. This will enable you
to access the secured email that was sent to
"joe.citizen.secemail@gmail.com”.

Click here to Logon

Click here for UserID or Password Help

NOTICE: You are about to interact with a publicly accessible website owned and operated by the State of Iowa. The actual, or
attempted, unauthorized access, use, or modification of this website and its contents is strictly prohibited. Violators may be subject to
administrative disciplinary action, civil litigation, and/or criminal prosecution in accordance with applicable State and Federal laws.

The use of this website may be monitored and recorded for administrative and security reasons. The State of lowa and its agents
may provide the information and evidence collected to third-parties including law enforcement officials.

Policies Version:1.0.6 Copyright ©2010 State of Iowa. All Rights Reserved.

Click the link to logon to get to the next screen:

Mon May 7 11:17:35 2012 [ Help ][ Login to Webmail ]

iowa v
@ | SecureMaL

SR TR T TR LT N 1T W 1P [T TN

Secure Email Service

From: leslie.sloan@iowa.gov
To: joe.citizen.secemail@gmail.com
Subject: This is a test email - SecureMail
Password:

Policies
Click here for UserID or Password Help
Copyright ©2010 State of Iowa. All Rights Reserved.

Enter the password created for the recipient’s Enterprise A&A Account in the password box.

18



The recipient will need to read and accept the login disclaimer — click the “Accept” button.
FortiMail
Login Disclaimer

NOTICE: You are about to interact with a publicly accessible website owned anc
operated by the State of Iowa. The actual, or attempted, unauthorized access,
use, or modification of this website and its contents is strictly prohibited.
Violators may be subject to administrative disciplinary action, civil litigation,
and/or criminal prosecution in accordance with applicable State and Federal laws.

The use of this website may be monitored and recorded for administrative and
security reasons. The State of Iowa and its agents may provide the information
and evidence collected to third-parties including law enforcement officials.

< ] | »

Accept |  Dedine |

The secure email will be displayed.

& > | {_} iowa.gov | https://securemail.iowa.gov/mail/FEWebmail.htm|?ibeld=IBE.q47] C | [2f - Google Pl B
" ==
iowa
g SecoreMaL joe.citizen.secemail@gmail.com JUESLCIN B BT

& Search Sl 1= Ml This is a test email - SecureMail ©

= [£7] System Folders

iy Print | @D Reply
(| Encrypted Email(1)
= Subject: This is a test email - SecureMail
Preferences From: "Sloan, Leslie [DAS]"

<Leslie.Sloan@iowa.gov>
Reply-To: leslie.sloan@iowa.gov
Date: Mon, 07 May 2012 10:57:07 -0500

To: "joe.citizen.secemail@gmail.com” Detailed Header... | | Openin New Window |
<joe.citizen.secemail@gmail.com>

This is a test message.

Leslie Sloan

IT Project Manager

lowa Department of Administrative Services
Information Technology Enterprise

Hoover Building, Level B

Des Moines, lowa




The recipient can close out of their secure email and access any previous secure email messages that have not been
deleted or that are less than 14 days old.

iowa

8 [SecoreMar joe.citizen.secemail@gmail.com [iSauzul B B
&~ Search Encrypted Email

= [71System Folders

™~ o S 1 o =
LS i Page 1 /1 vl Records per page: 25 v || Save View | Quick filter: —None— Total: 1
E— ln-—l:.—l
Q “Sloan, Leslie ... “joe.citizen.se.. This is a test emai... 10:57 AM

The recipient can highlight a message by clicking on it and reading it in a preview pane.

iowa
SECUREMA";.. A joe.citizen.secemail@gmail.com JLEIIUEIEN Btk
o[ System Foiders x| Delete | (5 Save As | g Reply | () Mark AsRead | D Mark As Unread
"] Encrypted Email
Page 1 11| » bl Records per page: 25 v || Save View | Quick filter: —None— Total: 1
B In-_ e
“Sloan, Leslie [D... "joe.ctizen.sece.. Thisis atestemail- ... 10:57 AM
4 Subject: This is a test email - SecureMail Date: Mon, 07 May 2012 10:57:07 -0500
This is a test message.
Leslie Sloan
IT Project Manager
lowa Department of Administrative Services
Information Technology Enterprise
Hoover Building, Level B
Des Moines, lowa
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Replying to a secure email

When logged into the Secure Email System, click the reply button to respond to the secure email. The reply will be
secure.

6 | i.; iowa.gov | https email.iowa.gov/mail/FEWebma
™

iowa
@ | SecureMaw i X
AV e e e Ve =AY
& Search Encrypted Email | IR LTSS £ 00 EY reMail ©
= 7] System Folders o= Print | gd Reply_
| Encrypted Email(1)

= Subject: This is a test email - SecureMail
From: "Sloan, Leslie [DAS]"
<Leslie.Sloan@iowa.gov>
Reply-To: leslie_sloan@iowa.gov
Date: Mon, 07 May 2012 10:57:07 -0500

To: "joe.citizen.secemail@gmail.com” Detailed Header... \ Open in New Window |
<joe.citizen.secemail@gmail.com>

Preferences

This is a test message.

Leslie Sloan

IT Project Manager

lowa Department of Administrative Services
Information Technology Enterprise

Hoover Building, Level B

Des Moines, lowa

A new screen will appear to type the message and attach any needed files.

iowa
SecoreMat j e R e Tl (@ = Ree] NextTheme | Help | Logout

Sl Search s iel=u- Wl Re: This is a test ema
=4 system Folders

QJSEnd QA Attach Plain Text >>
) Encrypted Email
From: t
w To:
Subject: Re: This is a test email - SecureMail
Tahoma v BIUIAAN AV IEEE @ EE @

The To and From fields are completed for you.|

From: "Sloan, Leslie [DAS]" <Leslie.Sloan@iowa.gov>

To: “joe.citizen.secemail@gmail.com” <joe.citizen.secemail@gmail.comz
Subject: This is a test email - SecureMail

This is a test message.

Leslie Sloan
IT Project Manager
lowa Department of Administrative Services
Information Technology Enterprise
Hoover Building, Level B
{ Des Moines, lowa
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Sending a NEW message

You have the ability to send a Secure Email to your contact(s) at the State of lowa via the Secure Email system. To send
a new Secure Email — click on the “Compose Mail” button to open a new window and compose your message. Please
note that Secure Email messages can ONLY be sent to email addresses managed by the State of lowa. If you have any

guestions regarding who at the State of lowa you can send a Secure Email to — please work with your contact(s) at the
State of lowa.

€ | @ https;//securemailtestiowa.gov/mail/FEWebmail.itmI%ibeld=IBE.qAUJSRa017720-gA

UJJ5Rb0177200001154 &email=gw04 test%40gmail.comBicsid=Era%3D!

C | |29~ Google Pl &

{ | Web Slice Gallery B3 Bookmarks

|2 Most Visited | Getting Started {7} CSIRT Development i TEMDM Project - Ho... {} OCIO-Home | Regex Tutorial - Looka... | RegExr i Suggested Sites

iowa
SECURE
& Compose Mail Encrypted Email [T

gwi4.test@gmail.co Next Theme Help Log Out

Search X |
Page 1 /1 Records per page: 25 v || Save View | Quick filter: —None— v Total: 1
I st Pl P —— | — A —
PUse to create + QO AmyPond<A.. “"gwodtest@g..  securemail 01:19 PM 6
(send) a new
secure email TO
your contact at the
State of lowa.
{

You can also attach documents to include with your Secure Email. Documents can only be attached one at a time.

€ | & https

ecuremailtest.iowa.gov/mail/FEWebmail.htmlI?ibeld=1BE.qAUJJ5Ra0177

ad% | |29~ Google Pl #

[2) Most Visited {_

| Getting Started | | CSIRT Development { | ITE MDM Project - Ho... { } OCIO - Home { | Regex Tutorial - Looka... { } {71 Suggested Sites { | Web Slice Gallery B3 Bookmark:
iowa
[0 | T e
2 Compose Mal Encrypted Email || securemail New Message &
(=R Search o0 send | W attach Plain Text >>
=[] system Folders From: "qw04.test” <gw04.test@gmai.com>
Encrypted Email(1)
To: amy.pond@test.iowa.gov
Preferences
Ca:
I Use the
o attachment button
ubject:
to attach files 1 at -
Tahoma a7y

]
{10}
]
&
1
1

g
(&

a time to include
Test Mesagd iy your Secure
Email.
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Email Retention
It is critical to remember that the secure email message will only be available in the Secure Email System for 14 days
from the date it was sent. After 14 days the Secure Email System automatically deletes the message.

During the 14 day period the secure message is available, a recipient can use the link or follow the URL in the message
they received in their normal email box to access their secure email from the State of lowa. After the 14 day secure
email retention period, the link (and URL) will no longer be valid and the user will get an error if they click on the link or
follow the URL.

Contact Information
State of lowa Information Technology Service Desk:

By email: ITE.Servicedesk@iowa.gov

By phone: 515-281-5703 or 1-800-532-1174.
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